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Appian Protect

Security monitoring, end-to-end encryption, and more to meet
the most strict compliance requirements across financial services,
government, and healthcare.

Organizations that work in highly regulated industries must meet strict data
protection and security requirements. For decades, Appian has earned the
trust of the leading government organizations, financial institutions, and
healthcare organizations by maintaining strong data security, continuous

monitoring, and end-to-end encryption to prevent breaches.

Appian Protect is a tiered security offering that allows you to protect your
data and systems in the cloud and across mobile applications. Every
Appian Protect customer receives:

e Data loss prevention (DLP) that alerts on or blocks abnormal
user behavior.
e  Monitoring with security orchestration, automation, and response (SOAR).
e Real-time intrusion detection and monitoring.
e Comprehensive antivirus scans.

e Enterprise-ready authentication and authorization with single
sign-on (SSO).

e Integration authentication.
e Inbound web API authentication.

e Row-level data fabric security with user access preview.

For more advanced security features and flexibility, choose one of our premium
support tiers. Premium support tiers offer the ability to use self-managed
resources, additional traffic protection, increased disk and database
encryption, log streaming for security and performance monitoring, white
glove security consultations like audits and annual questionnaires, and more.

Find out what's included with each tier in the table on the next page.

Safeguard sensitive
and regulated data in
Appian Cloud and

mobile applications.

Keep applications, data,
and operations compliant
with state, local, federal,

and global regulations.

Maintain strong security
at scale without
compromising the speed
of your applications

and processes.

Appian's secure architecture

complies with:

SOC 2 Typelll

SOC3

PCI DSS

HIPAA

FDA 21 CFR Part 11
Impact Level-5 in US Federal
FedRAMP

StateRAMP

HITRUST

Canada Protected B

UK Cyber Essentials Plus

Spain’s National Security
Framework (ENS)




Choose your Appian Protect tier.

Appian Protect lets you choose the level of protection and flexibility you need.

Every Appian customer receives Basic support at a minimum.

Appian Protect

Feature

World-class platform security monitoring and
response by the Appian security team using
Appian’s proprietary security orchestration,
automation, and response (SOAR) solution

Data loss prevention (DLP)

Real-time intrusion detection monitoring
and response for the Appian Platform

Comprehensive antivirus scanning

Enterprise-ready authentication and
authorization with SSO (built in or connected
to your LDAP, SAML, OpenID Connect,
Login.gov, or PIEE)t

Integration authentication (OAuth 2.0, Google
Service Account authentication, AWS
Signature Version 4 authentication)f

Inbound Web API authentication (APl keys,
OAuth 2.0)f

Encrypt sensitive data fields in user interfacest

Row-level data fabric security with user
access preview!

VPN (inbound and outbound, dynamic and
fault-tolerant)

AWS PrivateLink (inbound and outbound)
Trusted IPs

Custom TLS policies

Bring your own key (AWS HSM or AWS KMS)

Appian Cloud database encryption with
AWS KMS

Log streaming

Enhanced business continuity
Dedicated VPC

Annual customer audit

Site data audit requests

Annual security questionnaire

tAvailable to both Appian Cloud and self-managed customers.

Basic

Esssential

Advanced

Enterprise

We protect your data and
what matters most for
your business, so you can
move quickly to automate
workflows and deploy
applications with integrity,
reliability, and at scale.
Appian’s enterprise grade
security and compliance
ensures you can focus on
your customer’s experience
and what makes your
business unique.

Andrew Cunje,
Chief Information Security

Officer, Appian.
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Appian is a software company that

automates business processes. The
Appian Platform includes everything
you need to design, automate, and
optimize even the most complex
processes, from start to finish. The
world’s most innovative organizations
trust Appian to improve their
workflows, unify data, and optimize
operations—resulting in better growth
and superior customer experiences.
For more information, visit

www.appian.com. [Nasdaqg: APPN].
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